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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

2. Claims 1-2, 4-12, 14-21 are rejected under 35 U.S.C. 102(b) as being anticipated by Non 
patent literature Firewall Design - Here's a practical guide on how to protect your networks by D. 
Brent Chapman and Elizabeth D. Zwicky. 

3. In regards to claims 1-2, 5-11, and 14-19, Chapman and Zwicky disclose a proxy server. 
Proxy servers are used in conjunction with a mechanism that restricts communication between 
the internal and external hosts such as a firewall If internal and external hosts communication 
directly there is no need for a proxy server (Chapman and Zwicky: page 3, section proxy 
services, italicized paragraph). This meets the limitation of "designating a first node that is not 
firewall protected to act as a proxy server; and in response to determining that a second node is 
protected by a firewall, instructing the second node to establish a connection with the proxy 
server." 

4. Chapman and Zwicky also disclose the proxy server can allow other internal hosts to 
open connections to hosts on the Internet for certain services (Chapman and Zwicky: page 6, 
section Screened host architecture). This meets the limitations of "sending an open connection 
request from the second node to the proxy server." 
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5 . Chapman and Zwicky disclose that the proxy server doesn't always just forward users' 
request to the Internet services. The proxy server can control what users do such as refuse to let 
users export files (Chapman and Zwicky: page 4, section Using proxy services with a dual- 
homed host; paragraph 3). This meets the limitations of "in response to receiving a request from 
a third node for a file on the second node, instructing the third node to send the request to the 
proxy server; and forwarding the request from the proxy server to the second node as a response 
to the open connection request, thereby allowing other nodes to access files on the second node 
despite the presence of the firewall." 

6. In regards to claims 4, 14, allowing the proxy server to report its IP address and 
observing what IP address the proxy server is connecting from will always result in the IP 
addresses matching. 



Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

8. Claims 3, and 13 are rejected under 35 U.S.C. 103(a) as being unpatentable over Non 
patent literature Firewall Design - Here's a practical guide on how to protect your networks by D. 



Brent Chapman and Elizabeth D. Zwicky in view of U.S. Patent No. 6,052,7 1 8 to Gifford. 
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9. Chapman and Zwicky however do not disclose "determining the second node is protected 
by a firewall when the IP addresses mismatch." 

10. Gifford however discloses that if the IP addresses do not match, it means the replica 
advertisement has traveled through a firewall (Gifford: column 7, lines 15-17). 

11. It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to combine the method of using a proxy server and a firewall as disclosed by 
Chapman and Zwicky with the method of determining if a client is behind a firewall as disclosed 
by Gifford in order to "redirect a client to a router that is behind a firewall that is specialized for 
server replicas in the client's intranet" (Gifford: column 8, lines 56-58). 

Conclusion 

12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Cas Stulberger whose telephone number is (703) 305-8034. The 
examiner can normally be reached on Monday - Friday, 9:00A.M. - 5:00P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (703) 305-1830. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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